
 

 

���

���������	

�� �
��������	
�����
��
���
���
�
��
����������
��
�����
���
�����
 
 

���
��	���	��
�������������� �
����������	
���������
���������
�����
�����
����  

 


���
�� ��� ��� �� ��
�
� � �
����
��
� � �

�����
�� �
���
��
����������
�� �
� ���� ������ 
� � !�� !
�������������� !� �
����������!��"���
����#

�����
���
��!������� ����

���$
��
������

��� �
�
�����

� ������ ���� 
���
�� ��� %�&����� ���
%%%�
��
���
� ���

���������	

�� �
��������	
�����
��
���
��
��
�
������������
��
�����
���
�����
 
 

���
��	���	��
�������������� �
����������	
���������
���������
�����
�����
����  

 


���
�� ��� ��� �� ��
�
� � �
����
� �
� � �

�����
�� �
���
��
����������
���
�����������
� �!��!
��������������!� ����������
�!��"���
����#

�����
���
��!�����������

���$
���� ����

���
�
�
�����

� ������ ���� 
���
�� ��� %�&����� ���
%%%�
��
���
� ���



 

 

�
������� �����	
�� ���
������ 	��	� 	���� ����
������ 
��� � ���� ��
������
�	���� ��� ��� �
�	������ �
������ �� ����� �����
��
�������	��	������
��������������������������	��� ����
�	�������	�	����	�	
�	��������������	��

� � ���������
�
�
�� 
���� 	
� 	���� 	��� 
��
�	���	�� ���� ����	� 	
� 	�� ��� �	�	����	���  
�� �
��� ���
���	�
�� ��
�	� 	��� 
���� ��
�
�����!��
������
�����������	
� �		�"##�����������
�#$��#���#��������� �
�
�������	
������
�
����	�
	������������
������������ ��
�����	�����	��������������
�
����
����	������
�� ��������
�	�
�������������	���	����������	������������ � ���
�����������������������	��
	����
����
 �������� 	 ������������
������������
�	��	�!
�	����
�
����
�����
����	��"

 � ��	���������
�	��������
�	����!
�	����
�
���	��
� 
���
�	����

 
#��	����������
���$��
�

“The ZDNet posting includes scary graphs to frighte n users of security 
products.”   
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“We researched the N.Runs claims by analyzing the r aw data and found their 
claims to be somewhat exaggerated.” 
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“We don’t want to attack the legitimacy of the vuln erabilities they found, but 
do call into question the conclusions drawn on what  this means to the state of 
security.”„The press release is essentially a sales  pitch for their upcoming 
product, APS-AV. This is a new product without much  real world exposure that 
itself has yet to be scrutinized by the security re searcher community.” 
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-All successful vendors are used to this threat and have processes to quickly 
deal with such bypass issues.” 
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“One of the conclusions drawn by N.Runs is that hav ing AV in your environment 
makes you less secure than not having it at all.” 
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“In addition, McAfee has not seen any evidence of a ny of the vulnerabilities 
reported by N.Runs being exploited to attack our pr oducts in real world 
environments.” 
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“There is no silver bullet to software security. Ge tting to secure code is 
challenging. This involves proper software security  practices including threat 
modeling, code auditing, and intensive security tes ting.” 
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“I would like to discuss some of the actual numbers  behind some of the claims 
made by N.Runs. One graph that quickly caught my ey e came from an analysis of 
antimalware vulnerabilities published by University  of Michigan researchers in 
Q1, 2008.” 
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”As manager of product security, I have insight int o all vulnerabilities found 
in McAfee products. The raw number of McAfee vulner abilities shown in this 
graph as about 40 seemed exceptionally high, so I d id some deeper research. 
[..] I used a search for “McAfee and virus” in the search engine for NVD and 
came up with 37 findings. ” 
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”It is also important to understand the CVSS scorin g mechanism. CVSS has many 
factors involved in the computation of that score. Some of the key factors 
involved are the impact of the vulnerability upon s uccessful attack and the 
potential for exploitability of the vulnerability” 
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”The interesting fact is that only five of the 26 v ulnerabilities even fell 
within the area the N.Runs was testing for and wher e their product could 
possibly protect a user.” 
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“Our numbers seemed to have peaked in 2005, which i s 
contrary to the trending that the N.Runs reports.“ 
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“This blog is just an attempt at putting things in perspective. FUD and skewed 
reporting backed by marketing driven press releases  do not help.” 
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[..]”McAfee are doing the right thing in reducing r isk for our customers and 
presenting the best possible level of security.” 
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About n.runs �
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About aps-AV � �
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